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Disruptive events, whether they are malicious attacks, natural disasters, or human-caused 

accidents, continuously pose a risk for power grid operations. Lessons learned from some 
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smart sensors for grid-scale online situational awareness and vulnerability analysis in power 

systems in the face of various sources of hazards. This highlights the need for efficient decision- 

making support tools for system operators, which help to achieve improved survivability and 

resilience to a wide range of fast- and slow-dynamic threats. A decision-making framework 

founded on efficient use of smart sensors and network built-in flexibilities for recovering from 

the HILP events will also be presented,along with several critical and practical considerations an 

operator will have to deal with for implementation in practice.  
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